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PURPOSE

Advancement maintains sensitive biographic and gift/pledge information about alumni, parents, students, faculty, staff,
friends, organizations and donors to the campus in the Advance alumni/donor database and several downstream
applications including iModules Encompass, EverTrue, Tableau and Ruffalo Noel Levitz (RNL) Campus Call. Online
services such as event registrations, credit card payments, online forms, email broadcasts and an online directory are
provided to alumni and the campus community through the iModules Encompass software. EverTrue provides
comprehensive views of alumni, parents, students, faculty, friends, donors, etc. that couples social media
engagement with interactions in addition to sensitive biographic/contact and gift/pledge information. Tableau provides
dashboards and reporting capabilities. RNL Campus Call is used by the Annual Giving program to reach out to our
alumni, parents, faculty, friends, etc. via phone.

Information contained in Advance and all downstream applications (including iModules, EverTrue, Tableau,
Campus Call, etc.) is confidential and to be used solely for constituent relations, fundraising or analytic
strategies in accordance with the university policies.

Information Management

Administrators within Advancement oversee the release of information—in the form of lists, labels, files and reports—
only to authorized personnel or approved alumni volunteers whose work has a direct bearing on constituent relations
or fundraising activities for the campus. Information may not be released to groups or individuals outside the
university, unless specifically authorized by the assistant vice chancellor for alumni relations or the assistant vice
chancellor of advancement services.

No information may be used for commercial purposes or sold or distributed to unauthorized individuals. Providing
unauthorized access or the dissemination of any sensitive data from Advance, iModules, EverTrue, Tableau, Campus
Call, etc. to unauthorized users is a serious offense, subject to formal discipline.

It is the responsibility of the individual requesting and receiving the information materials mentioned above to ensure
that any electronic files or print documents are secure while in their possession and properly disposed of (i.e. deleted
or shredded) immediately when the users are finished with them. Do not reuse old lists as contact information is
deemed expired after 30 days.

The Advance database is the central repository for constituent information and there should be no separate databases
or spreadsheets maintained on campus. If information has been collected in separate databases by schools, colleges
or departments, it should be compared to the Advance database and uploaded if it is deemed to be more current or
complete. Arrangements can be made with administrators in Advancement Services to facilitate this transfer of
information.

Schools, colleges and departments on campus must agree to actively collect and report updates of contact or profile
information. Updates should be forwarded to updates@admin.umass.edu.

ADVANCE DATABASE
Advance Access

In order to receive access privileges to the Advance alumni/donor database, university staff must read, comply and
sign the “Security and Confidentiality Policy of Advance Alumni/ Donor Database Records and Files” form. The
purpose of this policy is to maintain the security and confidentiality of records and files on and/or from the Advance
alumni/donor database. Each individual who has access to the Advance database is expected to adhere to the
regulations stated below. If you have any knowledge of a violation, you should report it immediately. Failure to
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operate within the dictates of this policy may subject you to formal discipline.

A person who has access to the Advance alumni/donor database or any downstream applications such as iModules,
EverTrue, Tableau or Campus Call may not:
¢ Share any information about individuals and organizations with unauthorized individuals.
e Share their username or password
¢ Allow any unauthorized use of information in the Advance alumni/donor database.
¢ Reveal the contents of any record or report to anyone except in the conduct of his or her work assignments
within Advancement.
¢ Knowingly include a false, inaccurate or misleading entry in any report or record.
¢ Knowingly erase or modify a data record or a data entry from any record, report or file, except in the
performance of assigned duties.
¢ Remove any official record, report, file or copy of an official record or report from the office where it is
maintained except in the performance of official duties.
¢ Maintain their own shadow lists or databases outside of Advance
e Send their own broadcast email using email addresses obtained from Advance or any downstream application
(iModules, EverTrue, Tableau, etc.). All broadcast emails must be reviewed and approved by the Director for
Alumni Communications.

Access requests are reviewed and approved by management within Advancement and will be granted based on
business need.

Request for Advance access should be directed to Wesley Goscenski, director of donor information systems at
goscenski@admin.umass.edu.

lumni and fidential

The utmost care is taken to record and maintain alumni requests for confidentiality. The following identifiers are used
in the Advance database to track those privacy levels, as requested by alumni and donors.

Virtually Invisible — no contact or listing allowed

Privacy by Request — specific contact preferences

identified Do Not Publish — do not include in any public
listings

Do Not Mail — mailings not allowed

Do Not Call — phone solicitations not allowed

Do Not Email — email communications not allowed

FERPA — specific controls over student information requested

Vol : Stud N i C lni .
Lists, labels, files, and reports may only be shared with approved alumni volunteers whose work has a direct bearing
on constituent relations or fundraising activities for the campus. Requests for information will be reviewed and
evaluated on a case-by-case basis. Volunteers must read, comply, and sign the Alumni and Donor Information
Confidentiality Agreement and complete training with authorized university staff explaining the terms of use for alumni
contact information. Only authorized personnel who are directly responsible for the associated activities may release
information to approved alumnivolunteers.

Information requests for approved alumni volunteers are to be made through the online “Support Request Form” on
UMassAlumni.com/campus_services and must clearly identify that it will be used by alumni volunteers. Allow a
minimum of 10 working days for your request to be reviewed, approved, and processed.

No information contained in the Advance database may be distributed to unauthorized individuals. When a request is
received from an individual or group outside of the university, seeking the current address, phone number, or email of a
current student or alumnus/na, the inquiry may be sent to the person about whom the information is requested, thereby
allowing that person to decide whether to contact the requester. The vice chancellor for Advancement must be notified
of any requests for data or information from groups or individuals outside the university when such requests are
denied, pursuant to this policy, and the group or individual continues to make the request.

If the requestor is a current student or alumnus/na of UMass Amherst, they may also be directed to login to the Alumni 2
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Association’s online directory at UMassAlumni.com. The purpose of the online directory is to encourage communication
and professional networking, as well as continued connection with UMass Amherst. Students and alumni may update
their profile, connect with other users and take advantage of professional development resources and online tools.

In an effort to properly balance the benefit of providing information to our alumni with the desire to protect individual
privacy, the Alumni Association has taken every reasonable precaution to secure the personally identifiable information
available through the online directory. The service is password-protected to allow access only by registered UMass
Ambherst students, alumni, donors and direct constituents. Furthermore, the online directory is located on a secure
server that incorporates the latest encryption technology. Alumni have the option to hide specific information, hide their
profile, or opt-out of participating entirely. In addition, users must agree to policies and guidelines for proper use in
order to gain

access.

: ling/ - : .
When conveying restricted or confidential information electronically, attention shall be paid to the associated security
risks. All restricted and confidential data shall be saved to the Advancement secure network J: Drive or to a UMass
Ambherst Box folder (https://lumass.account.box.com). To send sensitive data to internal, departmental recipients who
have access to the J: drive, the email should state the reason for the correspondence and provide the location of the file
on the J: Drive or in Box rather than attaching the actual file to the email.

When communicating sensitive information to someone who does not have access to the J: Drive, but does have a
campus Net ID, data should be storedin a UMass Amherst Box folder. The recipient shall be instructed to access the
Box folder accordingly.

To communicate sensitive data with someone who does not have a campus Net ID (and therefore does not have
access to the J: Drive and direct access to theUMass Amherst Box) the file shall be saved as a password-protected
file in Box and the recipient can register for their own personal Box account
(https://www.umass.edu/it/support/online-storage-collaboration/comparing-umass-amherst-and-personal-box-
accounts). Further information on UMass Amherst Box file sharing and storage can be found at:
https://www.umass.edu/it/support/online-storage-collaboration/sharing-files-box and
https://www.umass.edu/it/support/online-storage-collaboration/requirements-store-and-share-university-data-box-
umass-amherst. The password should be sent via a separate email, telephone call, or text to the recipient(s) along
with instructions on how to access the Box folder.

Reporis

Authorized personnel may request reports from the Advance database that will help in the development of constituent
relations, fundraising strategies or analytics. It is the responsibility of the individual requesting and receiving reports
(whether electronic, via storage device, or hard copy) to ensure that the information is secure while in their possession
and properly disposed of when the users are finished with them.

Report requests are made through the online Support Request Form on UMassAlumni.com/campus_services. Allow a
minimum of 10 working days for your request to be reviewed, approved, and processed.

Engagement Score Data

Authorized personnel may request Tableau-packaged workbooks that will help in the development of constituent
relations, fundraising strategies or analytics. It is the responsibility of the individual requesting and receiving this data to
ensure that the information is secure while in their possession and in keeping with university use parameters.

Direct Mail

Authorized personnel may request lists from the Advance database for the purpose of direct mail marketing or
fundraising campaigns. When received, such requests will be reviewed by the executive director of Annual Giving and
the director of alumni communications for approval. Direct mail lists will only contain information pertinent to the
mailing effort and may be delivered to the requestor or directly to UMass Amherst Mail Services. Itis the
responsibility of the individual requesting and receiving Direct Mail lists to ensure that the information is secure while
in their possession and properly disposed of when the users are finished with them.

List requests are made through the online Support Request Form on UMassAlumni.com/campus_services. Allow a
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minimum of 10 working days for your request to be reviewed, approved, and processed.

Email Broadcasts

Authorized personnel may request lists from the Advance database for the purpose of email marketing. Email
broadcast lists will only contain information necessary to utilize the Advancement Email Broadcast System and will
not include actual email addresses. It is the responsibility of the individual requesting and receiving Email broadcast
lists to ensure that the information is secure while in their possession and properly disposed of when the users are
finished with them.

All email broadcast list requests must be made through the online Support Request Form on
UMassAlumni.com/campus_services. Allow a minimum of 10 working days for your request to be reviewed, approved,
and processed.

Please note: All Alumni and donor email lists must be pulled directly from Advance only and not from any other
database (e.g. EverTrue or a departmental database) and broadcast emails must be sent via the Advancement Email
Broadcast system (See the Email Broadcasts section for more info)

Surveys —internal

Authorized personnel may request lists for the purpose of administering internal surveys for academic research or
program evaluation purposes. List requests are to be made through the online Support Request Form on
UMassAlumni.com/campus_services. Allow a minimum of 10 working days for your request to be reviewed, approved,
and processed.

In an effort to track Advancement survey activity, requests to survey students, alumni, faculty/staff, or donors must
first be reviewed by the Advancement Leadership Team (LT). With LT approval, survey proposals may then be
submitted to the university’s Survey Coordination Committee, which is charged with the coordination and oversight of
survey protocols across campus. List requests areto be made through the online Support Request Form on

UMassAlumni.com/campus_services

IMODULES SYSTEM
iModules Access

Each college must assign a primary administrator who will complete a training program and is responsible for approving
additional access requests for that college account or “sub-community.” Only university staff whose role is directly
related to managing services provided through iModules will be granted administrative access. The Advance access
terms detailed above also apply.

Each college automatically has access to the Advancement Email Broadcast system to communicate with alumni,
students, faculty, staff, donors and friends with whom they have a direct and ongoing relationship. Additional services
including event registrations, online forms or a dedicated online directory may be added to a college sub-community for
an additional annual fee.

Requests for iModules access should be directed to Elena Lamontagne, sr director of communications strategy at
elena.lamontagne@umass.edu

Email Broadcasts

Email broadcasts are any electronic message communicated to an audience en masse where it is appropriate to track
deliverability, open and click-through rates and opt-out preferences. Non-official email broadcasts to students, alumni,
faculty/staff, donors and friends should be coordinated through the Advancement Email Broadcast system.

The Email Broadcast System should not be used to distribute information on student financial or academic
requirements, human resource related topics, administrative correspondence or emergency notifications. The campus
OIT email broadcast system should be used in these instances.

No separate databases may be maintained from information in the Email Broadcast system, nor may it be
used for commercial purposes or sold or distributed to unauthorized individuals.
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All UMass Amherst email broadcasts must be in compliance with the CAN SPAM Act of 2003 (Controlling the Assault
of Non-Solicited Pornography and Marketing). This federal regulation includes:

e Aban on false or misleading header information. Your email's "From," "To," and routing information —
including the originating domain name and email address — must be accurate and identify the person who
initiated the email.

e Aban on deceptive subject lines

e Email recipients must have an opt-out method
e Emails should include the sender's valid physical postal address

The Advancement Email Broadcast System will maintain the most current email address and opt-out preferences as
self-reported by email recipients. Because email broadcasts sent using other means would not honor these opt-out
attributes stored in the tool, those emails would be in violation of the CAN-SPAM Act. Any email or opt-out preferences
reported directly to the sender should be forwarded to Alumni Relations at alumni@admin.umass.edu so that it may
be recorded in the Email Broadcast tool. Current email preferences/opt-out options include:

. Career Connections

. General News
Reunions/ Class News
Social Events

Arts & Entertainment
Athletics

Learning and Travel
Volunteer Opportunities
School / College News
Constituent Groups

. UMass Magazine

. Opt-out of all email broadcasts

Please note: All alumni and donor email lists must be pulled directly from Advance only and not from any
other database (e.g. EverTrue or a departmental database) and broadcast emails must be sent via the
Advancement Email Broadcast system (See the Email Broadcasts section for more info)

Scheduling an Email:

All email broadcast requests must be submitted through the Support Request Form on
UMassAlumni.com/campus_services. A limit of two email broadcasts may be sent per event and optimally, no
one target audience should receive more than one email from a UMass Amherst group within a period of two
weeks.

An online Email Broadcast Planning Calendar shows the approved broadcast schedule. Emails are prioritized by
business need, with solicitations from the Annual Fund, Advancement correspondence, and national

messages from the UMass Amherst administration receiving top priority. All other broadcasts will be scheduled
on a first-come, first-served basis. Concurrent messages to similar target audiences may be combined into a
single email, if appropriate, in consultation with the sending parties. Special consideration may be given for last
minute requests and will be evaluated based on available resources.

Email List Requests

Authorized personnel may request lists from the Advance database for the purpose of email marketing. Email
Mail lists will only contain information necessary to utilize the Advancement Email Broadcast System and will
not include actual email addresses. It is the responsibility of the individual requesting and receiving Email Malil
liststo ensure that the information is secure while in their possession and properly disposed of when the users
are finished with them.

All email broadcast list requests are made through the online Support Request Form on
UMassAlumni.com/campus_services as all Alumni and donor email lists must come directly from Advance and
not from any other database (e.g. EverTrue or a departmental database).

*Please note: student information from the Registrar’s Office is only updated in March/April and September. A
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limited number of email broadcasts may also be sent to outside contacts not currently in the Advance database.
There is a limit of 10,000 outside contacts that may be uploaded to the email broadcast system for one-time use.
Special arrangements must be made with the Advancement administrator to utilize this service.

Email Approval & Distribution

Advancement will review all email broadcasts for branding, messaging, general content and structure before
approving to send. Although Advancement is providing access to the Email Broadcast System, it is not
responsible for the accuracy of email content generated by schools, colleges, or departments. Administrators are
responsible for the creation of a final email broadcast that meets all UMass Amherst branding, messaging and
quality control standards. The administrator must test the email among appropriate staff members and make
necessary changes before submitting the final version to the Advancement administrator for distribution.

Additional iModule services for event registrations, online forms or a dedicated online directory may be added to a college
sub-community for an additional annual fee. Information for all sub-communities is provided from the Advance database,
which remains as the primary constituent database for the campus. For more information, contact Elena Lamontagne,
senior director for communications strategy at elena.lamontagne@umass.edu.

Contracting Additional Services
Contract terms and fees shall be negotiated through the Alumni Association and included as an addendum to
the Association’s contract. The Alumni Association will provide a preliminary timeline for implementation.

Terms will include design services for wrappers and templates that match the branding of each college website.
A project manager and primary administrator must be identified for each college to oversee the management of
additional services. iModules will work with the primary administrator to build out the service modules.

Training

College administrators contracting for additional services must first review the online training materials and
webinars provided by iModules. The Alumni Association will then provide a brief overview and best practices for
those services.

Any questions or issues that may arise may be directed to Elena Lamontagne, sr. director of communications
strategy at elena.lamontagne@umass.edu.

Events and Online Forms

Alumni Relations will provide best practices for event creation, mandatory fields for proper constituent
identification, Identity Checkpoint, reporting and information collection. In order to ensure accurate tracking of
alumni engagement, administrators are also responsible for forwarding event attendance reports to
updates@admin.umass.edu for participation coding in the Advance database.

Each college must set up their own credit card processing system through Cybersource to accept online
payments for event registrations. For more information, contact Patti Roper, director of applications and
compliance at roper@admin.umass.edu.

Donations

All solicitation efforts shall direct constituents to main UMass Giving form at UMass.edu/give. No separate giving
forms shall be created to solicit or collect donations. Contact Nathan Adams, executive director of Annual Giving,
at nadams@admin.umass.edu for urls to the main giving form that designate specific allocations.

Donation requests may be included as line items on event registration pages only for specific pre-approved
allocations created by the Office of Annual Giving. Contact Nathan Adams to review existing allocations or to
have a new allocation created.

Information Updates
Any updated contact or profile information collected through additional iModules services, such as online forms,
must be reported to updates@admin.umass.edu on a weekly basis to update the Advance database.

Policy Updates
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These policies are subject to change as further implementation warrant.
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